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Abstract -With the rising popularity of network-based applications and the potential use of mobile
ad hoc networks in civilian life, an efficient resource discovery service is needed in such networks
for quickly locating resource providers. In addition, to improve user experience, QoS awareness
is also crucial. In this paper, we identify the challenges when basic resource discovery techniques
for the Internet are used in mobile ad hoc networks. We then propose a framework that provides a
unified solution to the discovery of resources and QoS-aware selection of resource providers. The
key entities of this framework are a set of self-organized discovery agents. These agents manage the
directory information of resources using hash indexing. They also dynamically partition the network
into domains and collect intra- and inter-domain QoS information to select appropriate providers.
Simulation results show that our framework improves the QoS delivered to the clients, while the cost
and response time are kept at a low level.

I. Introduction face of topology changes and node failures, applications

for an ad hoc network generally prefer distributed and dy-
An ad hoc network is generally formed by a set of wireless namic control mechanisms to centralized and static mecha-
mobile nodes (hosts). Communication between two net-nisms, though the latter has proven to be efficient for many
work nodes that are not in direct radio range takes placelnternet applications or services, such as the Domain Name
in a multi-hop fashion, with other nodes acting as routers. System (DNS) [20].

Ad hoc networks can be used in military and rescue oper-  Furthermore, in previous resource discovery systems,
ations, as well as in meetings where people want to sharehe QoS to be delivered to a client is seldom considered.
information quickly. Some systems propose to use client-based probing tech-
Recently, the rising popularity of network-based appli- niques after discovery [8,18]. However, probing measures
cations among end users and the potential use of ad hoene QoS in a very short period. In our simulation, we find
networks in civilian life have led to research interests in re- that it is not very effective in mobile ad hoc networks be-
source sharing in large-scale ad hoc networks [25]. With cause of the mobility and wireless channels variations.
the rapid increase of available resources and accessing re- ggme discovery standards have been proposed for ad hoc
quests, a crucial requirement here is that a resource shoul@etwork, such as the Service Discovery Protocol for Blue-
be located without excessive overhead and long latencyigoth [23]. However, they are limited to very small scale
In addition, providing desirable Quality-of-Service (Q0S) networks, and do not consider QoS. In this paper, we pro-
is an important design objective. Specifically, when there pose a novel framework concerning resource discovery and
are multiple/replicated providers for the same resource, theprovider selection in mobile ad hoc networks with coop-
best one should be selected according to some QoS melgrative nodes. This framework is targeted for large-scale
rics to improve user experience. That is, an efficient andnetworks. It provides a unified solution to the problems of
QoS-aware resource discovery system is needed. the discovery of resources and the QoS-aware selection of
Most previous work on resource discovery has focusedresource providers. Furthermore, it has relatively low dis-

on fixed-infrastructure networks, specifically, the Internet covery latency and cost (in terms of the number of packets
[2,4,6]. However, ad hoc networks have several distinct for each resource discovery query).

features which make this more challenging. The mostim-  1he key entities of our framework are a set of self-

portant feaf[ure_ is that the topology of an ad hoc netwprk organizedDiscovery Agent¢DAs), which efficiently inte-
changes with time. As a result, the design of the routing grate three functionalities that are specially designed for
protocols for ad hoc networks is quite different from that mgpjle nodes: (1) Directory information organization and
fo_r the Internet._ For example, it has_ been shown that, IN query; (2) Dynamic domain formation; (3) Intra- and inter-
this case, re-active (on-demand) routing protocols are usugomain QoS information monitoring. The effectiveness of
ally more efficient and scalable than traditional pro-active oy framework is demonstrated through simulation. The re-
(table-driven) protocols [12]. In addition, to be robust in gits show that it produces significantly performance gain
*Jiangchuan Liu’s work is partial supported by a Microsoft Fellowship. over the case where QoS I_S not anSIdered' . It als,o outper-
Bo Li's work is supported in part by Research Grant Council (RGC) under form_s the case where Q_OS |s_con3|derec_1 but is estimated by
contracts AoE/E-01/99 and HKUST6163/00E. probing. At the same time, it has relatively low cost and
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response time. Internet can be gauged, and the closest provider can be

The rest of the paper is organized as follows. Section Il located based on map. The architecture of IDMaps con-
provides a brief review of existing resource discovery tech- sists of a network of instrumentation boxes, called Tracers,
nigues and identifies the limitations when they are applieddistributed across the Internet. Tracers measure distances
to mobile ad hoc networks. Section Il proposes our QoS- among themselves and between themselves and regions of
aware resource discovery framework. Section IV evaluatesthe Internet to build the distance map. In [28], the issues
the performance of our framework. Finally, Section V con- of placing a given number of tracers in different topolo-
cludes the paper and discusses some future directions.  gies are addressed and several heuristics are proposed to
improve measurement accuracy in hierarchical topologies
with partitioned domains.

However, in mobile ad hoc networks, since there is no
fixed topology, maintaining a hierarchal structure of direc-
tory or measurement servers is not an easy task. Moreover,
statically configured domains do not reflect the dynamic re-
lations of mobile nodes.

II. Existing Work and Our Design
Rationale

In this section, we review existing resource discovery and
provider selection techniques for the Internet and identify
their potential advantages and limitations when they are

used for ad hoc networks. Most of these techniques can 3. Decent_ralized has_h ind_exing [15.,16,26].
be classified into the following three approaches. Decentralized hash indexing has been proposed for re-

1. Query flooding [1] and path probing [29,30]. source diSC_Overy in pger—to-peer netvvprks. In such a sys-
Query fiooding is the most straightforward approach for tem, there is no spemgl/centrallzedl directory server. In-
resource discovery. In this approach, a discovery query iSstead, every node provides some directory service. A re-

sent to all nodes using broadcast. Each node can deter2OUrce 1S given a unique key, and a hash function is used

mine how it will process the query and respond accord- to build a deterministic mapping between the key and the

ingly. Its advantage is flexibility in query processing. How- ggdfce\’@ﬁg :é?recxs‘rktg?] dd"eeecrtggréngggmii?no; tg;; rer;l S
ever, the broadcast range and frequency need to be carefull uree. W P '9 insu way

controlled because broadcasting to the whole network con-gha:t’ glvierllla I;ey, t::e fr? rrisr;)vc\)lnﬂlpg rit;soul:c?lvca\l/n :)eirl]ot%?ted
sumes bandwidth and computation power; both are scarcd oV qucr:] y ehsp Ef[ ek N do S Td ﬁ' 10 Ie ed,' N
in an ad hoc network. approach, each network node could be involved in some

Path probing [29] is the basic way for measuring the queries. Ir_] an ad hoc network using on demand routing
path QoS between a resource provider and a cliBitg protocols, if a node has not communicated to other nodes

for a certain time, a route discovery process is needed to

probes has been widely used in the Internet environmentﬁnd a route towards this node, which may incur high cost
[29,30] to measure response time. Bandwidth can be mea: ' y 9

sured by the packet-pair technique [31]. Nevertheless, aélo’lll' Furthermore, this approach does not address QoS
. ) T ; Issues.
we said before, probing may not be effective in the highly

dynamic ad hoc networks as it measures path QoS for only Trt]_rough analyﬁmg the idvantages dan;jtlslmll'faltllon_s of ;he
a short time. In addition, with on-demand routing proto- ©X/SUNd approaches, we have arrived at the Tollowing de-

cols, probing may initiate route discovery process, incur- sign principles for Qos-aware. resource dlscoyery N mo-
ring high cost, bile ad hoc networks. First, directory information should

2. Centralized directory service [6,7,14]. be distributed to only a small set of fault-tolerant direc-

In a centralized directory-based system, directory infor- tory agents. Most messages for discovery are exchanged

. among these agents to reduce the overhead of broadcast and
mation of resources, such as meta data and addresses 0 .

. ! ; ; route discovery. Only low-frequency or controlled broad-
resource providers, is registered at directory servers. To

. . . cast is used to distribute some quasi-static or local informa-
search the directory information of a requested resource,; .
tion, such as the addresses or locations of the agents. Sec-

a client contacts its corresponding directory server. For the ; : .
: - ond, hash indexing can be applied to these agents to reduce
Internet, this approach has shown to be very efficient for re- . ; .
qguery latency. Finally, QoS information should be mon-

source discovery [2]. In fact, the Internet usually use mul- . . ) L .

. i . : : itored continuously using distributed mechanism. These

tiple directory servers that are hierarchically organized to . " .
principles have lead to our novel framework, described

improve query responsiveness and scalability [4,6,7]. Qos'next

awareness can also be easily incorporated into this hierar-

chy by statically partitioning the network into domains [7].
Centralized server based techniques are also used iIII. A Framework for Resource Dis-

provider selection. One example is the use of the Domain covery and QoS-Aware Resource
Name System (DNS)-based server selection [27], which Discovery

exploits transparent nature of name resolution to redirect

clients to an appropriate server. Itrelies on clients and theirfI.A. Framework Overview

local name server being in close proximity, since redirec-

tion is based on the name server originating the requesOur framework is built on the application layer to provide
rather than the client. Another example is the IDMaps generic and efficient tools for QoS-aware resource discov-
project[21] which aims at providing a distance map of the ery.

Internet from which relative distances between hosts on the In our framework, we assume that all nodes are coopera-
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tive and can communicate with each other via some single-ing nodes, which includes the DA's index, expiration time
hop or multi-hop path. Each node can take one or more ofof the announcement, and a distance field. The distance
the following three roles! field records the distance between the DA and the node that
A Client that initiates a query for resource discovery and receives the announcement. Upon receiving an announce-
uses resources. There are two basic discovery modes: eent, a hon-DA node first checks the value of the distance
Browsing modewvhere a client is looking for all resource field, if it is greater than the distance to its current home
providers that have the requested resource, arikcarss- DA, the node stops forwarding the announcement. Other-
ing modewhere a client is looking for a resource provider wise, it will set that DA as its home DA, and forward the
that could provide the best quality-of-service. announcement to all its neighboring nodes. To proof the
A Resource Provider (RP)that provides resources for correctness of this algorithm, we must show that (1) any
clients. A RP is also responsible for registering the direc- non-DA node should be in a DA's domain; (2) the DA is the
tory information of its resources and advertising its QoS nearest DA to that non-DA node. The first property can be
information to discovery agents. proved as follows. Suppose a non-DA node is not covered
A Discovery Agents (DA)that performs many of the by any DA's domain, then its neighboring nodes should not
important operations in our framework. First, DAs collec- be covered by any DA's domain, too. Thus, by using induc-
tively maintain directory information of the resources using tion on these nodes, we can conclude that either there is no
hash indexing. This provides fault-tolerance and fast queryany DA in the network or there is a set of nodes that can-
response. Second, DAs dynamically partition the whole not communicate with the remaining part of the network.
network intodynamic domainsEach DA maintains a sep- Both contradict our basic assumptions. The second prop-
arate domain and acts as the home DA of that domain. Iterty can be proved by the criterion for DA selection in the
monitors the QoS information of the RPs in its domain, and algorithm.
responds to discovery queries from clients in the domain.
Third, all registration and query messages are exchanged
between DAs. These frequently exchanged messages argy
also used to continuously estimate peer path QoS, such as
the delay between two DA nodes.

I.C. Directory Information Organiza-
tion and Fault Recovery

. . In our framework, each resource has an attribute known to
HLB. DA Generation and Dynamic Do- all intended clients in the network. To register a resource,

main Formation its provider first issues a registration request to its home

Initially, there are no DA nodes in the network. They are DA. The request includes the provider's address, attribute,
generated through a bootstrapping process as follow. Firstexpiration time, and other directory information. Assume
one node is elected as the initial DA using a procedure sim-the attribute of the resourceds a hashing function H(.) is
ilar to the cluster head selection in the lowest-ID algorithm Used to produce a index =bi in the set of{1,2,...,M}.
[22] for ad hoc networks. That is, all eligible nodes broad- The home DA will then distribute the registration request
cast to the whole network about their existence to take partt® DAg, DAg1, ..., DAg. k-1, and the directory infor-
in the election, and the one with the smallest address willMation of the resource will be registered to these DAs.
win the election. Suppose there a¥é DAs to be gener- This organization scheme has several advantages. First,
ated (the choice ol will be studied in the next section), the replicated providers of the same resource always reg-
the initial DA will then randomly select anoth@/-1 nodes ister to the same DAs; hence we can obtain the full list of
to form the DA set, and assign each of them a unique in-their directory information from only one DA. Second, the
dexinthe setof2,... M}. Specifically, the initial DA has  directory information of a resource can be quickly located
index 1. by using hash indexing. Note that different resources may
After the DAs are generated, their addresses are periodihave the same attribute and their directory information will
cally broadcasted to the whole network at a low frequency.thus be stored in the same DAs. Hence, our framework
In addition, each non-DA node tries to find the nearest DA does not preclude the use of fuzzy search in a DA, such
as its home DA, and join that DA's domain. as wildcard- based search. Third, this scheme provides
Note that both DAs and other nodes move over time. fault tolerance ifK is greater than 1. Suppose the nodes
Hence, the members in a domain changes over time andre homogeneous with failure probability the number
a dynamic domain formation process is periodically per- of replications, K, should be set tdog; ,, A where A is
formed for a DA to update its domain members. Here, athe availability requirement for the directory information.
non-negative and additive metric is used to measure dis\When a DA is found failed by another DA in the discov-
tance, which can be the number of hops or delay in prac-ery query process (it will be discussed in Section III.E in
tice. Based on the properties of shortest paths with thisdetail), the latter will broadcast a DA selection message to
type of metrics [13], we propose a simple distributed algo- the network. Non-DA nodes that are willing to take the
rithm to form dynamic domains, as follows. A DA periodi- place of the failed DA will respond to this message and the
cally broadcasts a formation announcement to its neighbor-one with the minimal last-known distance to the failed DA
1 . . will be selected. Assume the index of the failed DA, ithe
A node can take one or more functions. Specifically, a node that . . .
takes DA functions is called a DA node, or DA in short, and other nodes directory information can then be recovered from a subset
are called non-DA nodes. of DA;—k+1,DA;—k+2,...,DA+ k1.
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Client that Client that
DA © initi the @(‘nwhdam RP O Other Node DA © initiates the @(‘ﬂmhdmo RP Q Other Node
query query

Figure 1: Operations for resource discovery, browsing Figure 2: Operations for resource discovery and QoS-
mode. aware provider selection, accessing mode.

III.LD. QoS Information Collection and

Prediction ITII.LE. Discovery Query

A DA is also responsible for QoS information collection In our framework, resource discovery and selection is done
and prediction. Note that the requirements of QoS arein two phases. The first is directory query for searching
highly application-specific. Hence, our framework pro- the resource directory information in the DA set. Figure
vides generic QoS information to different application to 1 shows an example. Starting from the client's home DA
achieve a flexible solution. Specifically, the first type of (denoted as hDA) to which a query is submitted (Step 1 in
QoS information is application-level QoS, including the Figure 1), if no cached record matches the query, hDA will
CPU usage and available memory of a RP. A RP period-calculate the hashing index of the resourggp decide the
ically provides this information to its home DA. The sec- qualified DA set, DA, DAg.1,..., DAg1x_1. The query
ond type is path QoS between two nodes. In this paper,is then forward to the DA which is in the qualified DA set
we consider the path delay (packet latency) between twoand is nearest to hDA (Step 2). If this DA fails, hDA will try
nodes, which is one of the most useful path QoS metricsto forward the query to the next nearest DA in the qualified
for many applications [21]. However, other path metrics, set, until the query is successful. In the browsing mode,
such as bandwidth, can also be incorporated into the sysa full list of RP candidates (the providers that have the re-
tem. We assume the clocks of all DAs are synchronized byquested resource) is returned to hDA (Step 3), and then to
some global time service, such as the Universal Time Coor-the client that initiates the query with browsing mode (Step
dinate (UTC) service provided by the Global Position Sys- 4).

tem (GPS) [24], and a message exchanging between DAs

carries a timestamp. Thus, DAs can predict their peer path The second phase is QoS query, which is for accessing
delay by an Autoregressive Moving Average (ARMA) pre- mode only. It needs to compare the QoS provided by all
dictor [17], which uses the packet latency calculated from RP candidates, and select the best one. Towards this end,
those frequently exchanged messages. For non-DA noded)DA should query all DAs that are home DAs for the can-
we do not directly measure their path QoS by exchangingdidates. In the current version, we use a parallel search
probing message between RP-Client pairs. This is becausestrategy, see Figure 2. The DA that has the directory infor-
first, probing may trigger high cost route discovery opera- mation sends a QoS query to all the DAs using multicast, or
tions if two nodes seldom communicate with each other, multiple-unicast if the underlying routing protocol does not
and second, the time for using a resource is usually muchsupport multicast (Step 4). The query includes the index of
longer than the time for probing, and a short time probing hDA, the list of the RP candidates, and the type of QoS
may give a different estimation comparing to the statistical of interest. If there are one or more candidates in a DA's
behavior of a path. Hence, instead of using probing, we usedynamic domain, the DA will respond to hDA by provid-
an approximation method. We assume that the nodes in ang the addresses of the candidates and the corresponding
dynamic domain are QoS-similar, and use the home DA asQoS information (Step 5). The QoS of all RP candidates
a representative. The path QoS of two non-DA nodes isare then compared by hDA according to the requirement
approximated by the path QoS of their home DAs. When of the client, and the result is returned to the client (Step
there are enough DAs that move independently, the error6). Finally, the directory information of the best candidate
of this approximation is expected to be small, as shown inis returned to the client (Step 6) which accesses resource
Section IV. using appropriate protocols (Step 7).
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IV. Performance Evaluation | Framework]| Directory Query| QoS Query| Overall |
Traditional || 287 1375 1662

In this section, we present our initial simulation results. Proposed | 395 354 749

Our main objective for the study is to investigate whether

our framework enhances QoS-awareness in resource dis-

covery. Another objective is to see whether our framework Table 1: Comparison of discovery latencies (ms).

exhibits satisfactory performance in terms of query respon-

siveness and overhead. 1200

—0O— Traditional
—X— Proposed M=20
—— Proposed M=15
—o— Proposed M=10

IV.AA. Simulation Environment 1000 7
We simulate our framework using the LBNL network sim-
ulator ns-2 [19]. Our simulated network consists of 150
mobile nodes, whose initial positions are chosen from a
uniform distribution over an area of 1000 m by 1000 m.
Random waypoint [11] is used as the mobility model. The
nodes’ moving speeds are uniformly chosen from 10 to 72
km/hr. The IEEE 802.11 protocol is used as the MAC layer
protocol. Each wireless channel has 2 Mbps bandwidth and
a circular radio range with 250 m radius. For routing, we
use the Ad hoc On-demand Distance Vector (AODV) pro-
tocol [10]. Figure 3: Comparison of discovery costs.

We assume that there are 100 different resources in the
simulated environment. The popularity of each resource,
measured in number of requests per minute, is randomlyframework. As a result, the total latency in the traditional
distributed in 1 to 5 requests per minute. For each dis-framework is about 2.2 times of ours. This is because QoS
covery query, the client that initiates the query is randomly query in our framework involves only querying to all DAs,
selected in the network. Each resource is served as a Corand the latency is thus bounded by the time-out factor be-
stant Bit Rate (CBR) streaming application of 28 Kbps and tween the home DA and the furthest DA. On the other hand,
lasting 30 seconds. In the experiments, the path QoS ofprobing involves not only the transmission of a packet from
interest is the average packet latency. We choose this meta client to a provider, but also several cycles of this process.
ric because it is relatively easy to estimate, and luckily the  Figure 3 shows the average cost in terms of the num-
most generally useful [21]. ber of messages (packets) transmitted in the network for

For the sake of comparison, we also simulated a tradi-each discovery. We observe that, in our framework, the
tional framework in which locating a resource and select- cost is also nearly independent of the number of replicated
ing a provider are considered as two separate issues. Theroviders because the QoS queries always sent to all the
resource discovery method is centralized directory-serverDAs regardless of the number of providers. On the con-
based. When there are replicated providers, a client sendgary, in the traditional framework, since the client need to
15 consecutive packets to each provider to estimate pattprobe every resource provider, the cost increases nearly lin-
delay, and selects the one with the minimum average delayearly with the increasing number of replicated providers.

Messages per Quen

2 4 6 8 10
Number of Replicated Providers (Np)

IV.B. Query Latency and Cost

In the first set of simulation experiments, we investigate the
guery latency and cost of ours and the traditional. We vary 06

the number of replicated providerd,, for each resource,

from 1 to 10. We find that the average query latency is 05 1 S
nearly independent a¥, in both frameworks, and also in- 04 ////

dependent of\/, the number of DAs in our framework. = e Over QoS rware case
This is because that QoS queries to different DAs or probes & 03 |

to different providers are sent simultaneously. Table 1 lists 02 - o Over tracitionalframework
the query latency in different phases, including directory

qguery and QoS query. It can be seen that, in our frame- 01 r

work, the average latency for directory query is higher than 0 ‘ ‘ ‘ ‘ ‘

that in the traditional framework. This is because, in the 10 1 " 16 18 20 -

traditional framework, a client need to contact a directory
server only, while in our framework, a client need to con-

tact not only the home DA but also the DA that stores di- )
rectory information. However, the latency of QoS query Figure 4: The performance gains of the proposed system

in our framework is much lower than that in the traditional ©Ver the traditional system and the QoS-unaware case.

Number of DAs (M)
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