Custom Kernel Guide

by Arrvindh Shriraman
Last update: April 1,2016

This document guides the user through:

1. Downloading and compiling the Linux kernel's source code.

2. Running a custom kernel inside a text-only virtual machine (via QEMU).

3. Reconfiguring and rebuilding the kernel.

4. Compiling an application to run in the QEMU VM and copying the file into it.
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Formatting
1. Commands starting with $ are Linux console commands on the host PC:
S echo Hello world!
2. Commands starting with # are Linux commands on the QEMU target VM:
# echo Hello QEMU world!
3. Almost all commands are case sensitive.

Working in CSIL Labs (Linux)

1.

Never try to execute commands as root on the CSIL machines. You can be root on
the VM's installed (such as through QEMU), but not in the natvie Linux OS.

In CSIL Linux machines, you can access a large storage area which is mapped for
your personal (protected) use. Use this space as the base folder for all work done

in this guide. Find it at:
/usr/shared/CMPT/ashriram/cmpt300/student-working-directories/
$sfu-user%



3.

Copies of the Linux source code (archive), and the root file system which are both

downloadable from the web can be copied directly out of the following folder:
/usr/shared/CMPT/ashriram/cmpt300/coursedocs/

Revision History

March 26: Revised killall command.

March 27: Added notes on working in CSIL labs.

March 30: Expanded kernel build problem troubleshooting ideas; added some 32-
bit support.

April 1: Added error messages for SCP and file system corruption.

Compiling Linux Kernel form Source

This works best if run on a 64-bit Linux OS. 32-bit is marginally supported with tips on
how to make it work. You can check using command ‘‘uname -m”: i686 means 32-bit,
x86_64 means 64-bit.

1.

The suggested build location for your Linux kernel is under your home directory,

create a cmpt 300 folder:
S cd ~

$ mkdir cmpt300

$ cd cmpt300

If you are low on disk space (< 2GB free), see the troubleshooting steps at the end
of this section for how to acquire the code without using GIT. (You still need 1GB
free though!)

Checkout the Linux code from Linus Torvald's “1inux-stable” repository:
$ git clone git://git.kernel.org/pub/scm/linux/kernel/git/stable/linux-stable.git

e This will download approximately 1.2Gb of data into a new linux-stable/
folder.

e This command will take a fair amount of time because you are
downloading all of the Linux source code!

Change to the newly created 1inux-stable directory:
$ cd linux-stable

Find latest stable tag:
$ git tag -1 | less

*  Find biggest non -rcX version. The -rcX versions are release candidates
which were subsequently improved on to build the non-rcX versions.

J Note that it's a lexical sort: 3.11 comes before 3.9!
. As of this writing (March 2015) the latest non-rcX version is v3.19.1

Check out the code for this latest stable release so you have the desired version to

work on.
$ git checkout -b stable vX.Y.Z

*  Where vx.v.z is the version you identified in the previous step.

e For example:



$ git checkout -b stable v3.19.1

7. View the files:
S 1s

*  You output should look something like the following:
ashriram@ubuntu:~/cmpt300/linux-stable$ Is

e arch Documentation init lib README sound
e block drivers ipc  MAINTAINERS REPORTING-BUGS tools
e COPYING firmware  Kbuild Makefile samples usr
e CREDITS fs Kconfig mm scripts virt
e crypto include kernel net security
8.  Setup the default config file for building the kernel. This file has all the build

options, the defaults will be sufficient for the moment:
S make defconfig

9. Build the Linux kernel:
$ make -j4

*  Where 4 is the number of cores your system has (discover with command
nproc). Using the wrong number of course (i.e., more cores than you
actuall have) is known to cause the build to fail.

*  Running this command may take a while. For example, it took 6 minutes
on an Intel i5 quad-core in a virtual machine, or 17 minutes or a single
core VM on the same computer.

*  Building the kernel takes an additional ~300 Mb of hard drive space.
10. View the kernel file that you just built.

*  Ona64-bit OS:
$ 1s -l arch/x86_64/boot/bzImage

*  Expected output (the -> indicates it is a symbolic link to the x86/
folder):
Irwxrwxrwx 1 ashriram ashriram 22 Mar 29 23:45 arch/x86_64/
boot/bzImage -> ../../x86/boot/bzImage

e  Ona32-bit OS:
$ 1s -l arch/x86/boot/bzImage

*  Expected output:
-rw-rw-r-- 1 ashriram ashriram 5948480 Mar 30 21:31 arch/x86/
boot/bzImage

e Ifit's not there see the troubleshooting section below.
11. Troubleshooting

e Out of space?
Checking out and building the kernel takes a lot of space (git clone takes
1.8Gb, and building takes an additional 0.3Gb).

*  You can avoid downloading the code via GIT (steps 1-6 above)
and save much of the space required by instead downloading the



archive of the code directly from the course website. This file is
~160Mb, and expands to be ~650Mb (consumes ~1Gb after
building the kernel).

Extract the contents of the file. This will create a sub-folder:
$ unzip linux-stable-v3.19.1.zip

o In this document's directions when it refers to the 1inux-
stable/ folder, this is your 1inux-stable-v3.19.1/
folder if you used this archive.

*  If space is tight, you could delete/move the . zip file now.
However, it could be useful if you later need to revert to the
original code.

Proceed with step 7 (above).

o Kernel build failed?

If there is a problem building, look at the build output to see if
there are errors. Try searching the web for hints on resolving your
error.

Ensure that you are not out of space on the current drive (read the
“Avail” column):

$df-H.
Filesystem Size Used Avail Use% Mounted on
/dev/sdal 57G 476G 7.7G 86% /

Run a “make clean”, followed by a “make -j1”. Specifying more
cores than your system (VM) has can often cause build problems.
List the number of cores on your system with:

$ nproc

If the x86 64/ directory did not show up when building on a 64-bit
OS, it could indicate a build problem. However, if the x86 folder is
there, you may be able to use it instead.

If running in a VM and sharing the folder with the guest OS, make
sure that the file system you are working inside of supports case-
sensitive file names. For example, building in a folder shared from
Mac OS will cause files whose name differ only in letter case to
overwrite each other and cause the build to fail.

* VM Too Slow? If running this in a VM, try the following:

J Give the VM more memory (RAM) to work with.
J Give the VM more CPU cores to work with.
e Enable 3D graphics acceleration to the VM.

. (All of these changes must be done when the VM is
powered down).



Running a Custom Kernel in QEMU

1. If you are working on your own machine, then install QEMU:
$ sudo apt-get update
$ sudo apt-get install gemu-system-x86

These are the commands for Ubuntu . If using a different distribution then
consult the documentation for your system.

If you are working in the CSIL labs in Surrey (under Linux) then QEMU
will already be installed.

NOTE: If you are in the CSIL lab, never run the “sudo” command because
it will be logged that you are trying to run commands that you do not have
permission to run and will automatically notify our system administrators.
You may, however, run sudo commands inside your VM (i.e., inside
QEMU), but not on the host machine.

2.  Download a small root file system from the following URL using a web browser

(64-bit OS):
https://people.debian.org/~aurel32/gemu/amd64/

From this URL, download the file:

debian squeeze amd64 standard.gcow2

Save into the ~/cmpt300/ folder (the folder one level above 1inux-
stable/ )

If using a 32-bit OS, you'll need to browse to here instead and download

the 1386 image:
https://people.debian.org/~aurel32/gemu/i386/

3. From a terminal, change to the 1inux-stable/ folder:
$ cd ~/cmpt300/1linux-stable/

4.  Run QEMU using one of the following commands (command is all on one line!).
See course website for script you can copy-and-paste from (from a PDF works

poorly).

Launch using the current terminal window (note “sdal” ends in a one, not
an 'L'):

$ gemu-system-x86_64 -m 64M -hda ../
debian_squeeze_amd64_standard.qcow?2 -append "root=/dev/sdal
console=tty0 console=ttyS0,115200n8" -kernel arch/x86_64/boot/bzImage
-nographic

Launch another window using SDL:

$ gemu-system-x86 64 -m 64M -hda ../
debian squeeze amd64 standard.gcow2 -append "root=/dev/sdal
console=ttyS0,115200n8 console=tty0" -kernel arch/x86 64/

boot/bzImage &
e Press CTRL and ALT together to leave QEMU window.

It may take around three minutes to complete booting. During this time,



10.

11.

12.

you should see many log messages to the screen.

e If using a 32-bit system, you'll need to change the command in the
following two ways:
1) use debian squeeze 1386 standard.gcow?2
2) use the kernel image path: arch/x86/boot/bzImage

When the QEMU virtual machine has finished booting, you should see the
following login prompt:
Debian GNU/Linux 6.0 debian-amd64 ttySO

debian-amd64 login:

Log into the machine. It has the following two users configured by default. I
recommend logging in as root (not usually a good practice, but not a big problem
in this case).

o Name: user
Password: user
o Name: root
Password: root

Congratulations! You are now running a Linux kernel that you compiled! At this
point, you could now do anything you wanted with the system.

e Changes you make to the file system inside QEMU will be saved for the
next time you boot the system.

When you are done using the QEMU virtual machine, you should tell Linux

running in it to power down:
# poweroff

If QEMU is unable to shut down gracefully, you may need to kill it from your
host OS:

*  You can kill all QEMU systems with:
$ killall gemu-system-x86_64

*  Or,you can find it in the list of processes you are running, and signal it
directly:
ashriram@ubuntu:~/cmpt300/linux-stable$ PS -a
PID TTY TIME CMD
9535 pts/18 00:00:06 gedit
11357 pts/18 00:00:00 alsamixer

61981 pts/26 00:01:51 gemu-system-x86
62029 pts/18 00:00:00 ps

. ashriram@ubuntu:~/cmpt300/linux-stable$ Kill 61981

*  You should only kill the QEMU process (or close its window) when you
are unable to execute the powerof £ command. Failing to do so may
corrupt the file system.

Troubleshooting:

e If you get a kernel panic at boot, it could be a problem access the root file



system. A couple things to check:

If you get a kernel panic, you may need to scroll back a bit to the
start of the panic to see what went wrong. You want to read the
couple lines above the “Kernel panic” lines. You may need to use
the -nographic option so that the output is in your current
terminal window and hence you can scroll back. Figure 1 shows a
sample kernel panic (this one for trying to run the 64-bit root file
system with a 32 bit kernel).

Figure 1: Sample terminal window showing a kernel panic on boot.

Make sure you have the correct root file system downloaded for
your OS version (64-bit vs 32-bit) and that it is in the expected
location.

e  The following message (seen when booting QEMU) likely
means you have the wrong root file system version for the

kernel you computed.

Starting init: /bin/sh exists but couldn't
execute it (error -8)

Kernel panic - not syncing: No working init
found. Try passing init= option to kernel. See
Linux Documentation/init.txt for guidance.

The following message likely means that you have a corrupt/
invalid root file system image (.qcow?2 file). Redownload the root

file system image.
VFS: Cannot open root device "sdal" or unknown-
block(8,1): error -6

Try running the QEMU launch script found on the course website
to ensure there was no typing problem in entering the command.

If you get messages about file system corruption and fsck, it likely means
the root file system image has corrupted and you need to re-download a
new one. The corruption is likely due to the VM being killed or closed
instead of using the poweroff command.

Modify Kernel and Rebuild

1.

If running on your own computer, install the necessary library to configure the
kernel. (This is already done in the lab machines).
$ sudo apt-get install libncurses5-dev

Form within the linux-stable/ folder, launch the Linux kernel build configuration

$ make menuconfig

Change the kernel's “Local version”. This string is appended to the kernel's
version number:

Under "General setup --->"

Under "Local version - append to kernel release"



e Typein "-sfuid", where sfuid is your SFU ID, such as for me I type "-
ashriram"

Rebuild the kernel:
$ make

e This should build much faster this time because it is only rebuilding the
parts of the kernel which change, as opposed to rebuilding the entire
kernel.

e If you want to trigger a full kernel rebuild, first run the following before

running make:
$ make clean

Use QEMU, as before, to boot your custom kernel. Since you have now rebuilt
the kernel, it will now load your new kernel.

Once logged into the QEMU virtual machine, check that the kernel version has
changed:
# uname -a

e  Alternatively, you can check the kernel version inside your QEMU VM
using:
# cat /proc/version

Build & Deploy Linux App to QEMU

You can use the SCP command to copy a file from your host machine into the QEMU
virtual machine.

1.

Programs that you want to copy into the QEMU VM should be compiled with
static linking so that all necessary libraries are include in your executable. This
can solve issues related to library versions.

e  Use the -static option for GCC to have it link a static binary.
$ gcc helloWorld.c -std=c99 -static helloWorld

e Ifyou are using a Makefile, you may want to add -static to the cFLAGS.

Redirect port 2222 on the host OS to the QEMU VM's port 22 (all on one line).

$ gemu-system-x86_64 -m 64M -hda ../debian_squeeze_amd64_standard.qcow? -
append "root=/dev/sdal console=tty0 console=ttyS0,115200n8" -kernel arch/
x86_64/boot/bzImage -nographic -net nic,vlan=1 -net user,vlan=1 -redir tcp:
2222::22

o Port 22 is the default SSH port, which is also used for SCP.

*  The -net options explicitly tell QEMU to enable networking (usually
done by default).

*  The -redir option redirects TCP traffic on the host's port 2222 (otherwise
unused) to the guest's port 22 (SSH).

Copy your file (helloWorld, for example) to the QEMU virtual machine via SCP
using the following command executed on in the host OS:



S scp -P 2222 helloWorld root@localhost:~

It will ask you for the root password on the target; this will be root

This will copy the file hellowor1d from your current directory on the host
OS into the /root/ folder of the guest QEMU OS.

Your QEMU VM must have finished booting in order for SCP to work.

You can copy multiple files (for example hellowWorld, myApp, fooFile2)
with:
$ scp -P 2222 helloWorld myApp fooFile2 root@localhost:~

4. Run your application in the QEMU VM.:
# cd /root
# ./helloWorld
. These commands are run inside the QEMU OS, not the host.
5. Troubleshooting

*  When trying to run your application in QEMU, if you get the following
message it means your application is likely not statically linked. Add the -
static GCC option.
JmyApp: /lib/libc.s0.6: version “GLIBC_2.17' not found (required by ./myApp)

e If you get the message “could not set up host forwarding rule 'tcp:
2222::22" when launching QEMU, try using a different host port (such as
8383) instead of 2222.

*  If you get the following message, it means QEMU is either not running, or
has not correctly been started with the -redir argument.
ssh: connect to host localhost port 2222: Connection
refused
lost connection

* If your system seems to hang when you call scp, or you get the error
below, it likely means that the OS running in QEMU may not have
finished booting yet. Try waiting until the OS successfully boots and you
can log in. You may also need to verify SSH is running in the guest OS
(beyond the scope of this guide).
ssh_exchange identification: read: Connection reset by peer
lost connection

SSH into QEMU VM

You can use SSH to create additional terminals connecting to your QEMU virtual
machine. You might want to do this if you want to run multiple different test programs at

once.
1.

Launch the QEMU virtual machine using the configuration described in the
previous section.

SSH from host into guest VM
$ ssh root@localhost -p2222






