-

1 -

                                     ON SOME CHALLENGES AND DESIGN CHOICES IN AD-HOC COMMUNICATIONS

                                                              Zygmunt J. Haas

                                      School of Electrical Engineer ing

                                                          Cornell University,

                                                           Ithaca, NY, 14853

                                           e-mail: haas@ee.cornell.edu

Siamak Tabrizi

Air Force Materiel Comma nd

Air Force Research Laboratory

Rome, NY 13441

e-mail: tabrizis@rl.af.mil

                                                                   ABSTRACT

Ad-hoc  net works are network architectures that can be

rapidly (ideally immediately) deployed and that do not

need to rely on pre-existing infrastructure. The salient

feature of this breed of networks is that they can operate

in different and differing propagation and network

operational conditions, which cannot be predicted during

the network design stage. In this position paper, we

discuss some of the challenges and choices that need to

be made while designing an ad-hoc network. In

particular, we address the following three issues:

hierarchical vs. flat network architectures, proactive vs.

reactive (on demand) routing protocols vs. a hybrid

approach, and sensing-based vs. dialog-based medium

access control.

    THE DESIGN CHALLENGES OF AD-HOC NETs

                   The topic of ad-hoc net working has received

recent ly incr eased attention. This int er est comes from

two differ ent dir ections ˘ from the military and from the

Int ernet communit y. Of course, as the communication

and net working environment of these t wo ^markets~ is

quit e differ ent, the requir ements, and more important the

expectations, of what this technology can accomplish are

quit e differ ent as well. In this paper, we address only the

military applications. Nevertheless, we emphasize t hat

much of what we discuss her e is either dir ectly or wit h

minor changes applicable to the commer cia l/ educational

environment as well.

The thr ee main challenges in the design and operation of

the ad-hoc net works stem from:

¾  the lack of a centralized ent ity,

¾  the possibility of rapid platfor m movements, and

¾  the fact that all  the communication is carried over the

            wireless medium.

                   In ^regular~ cellular wir eless net works, there are a

number of centralized entit ies; e. g., the base-stations, the

Mobile Switching Cent ers (MSC-s), and the Home

Location Registry. In ad-hoc net works, since ther e is no

preexist ing infrastructure, these centralized ent ities do

not exist. The centralized entit ies in the cellular net works

perfor m the function of coor dination. Thus, lack of these

 entit ies in the ad-hoc net works requires mor e sophist icated

distributed algorit hms t o perfor m these funct ions. In

particular, the traditional algorithms for mobility

ma nagement, which rely on the HLR/VLR and the medium

access control schemes, which rely on the base-station/MSC

support, cannot be used her e.

All communications between all net work entit ies are carried

in ad-hoc net works over the wireless medium. Of course,

due to the radio communications being extremely

vulnerable to propagation impair ments, connect ivit y

bet ween net work node is not guaranteed. In fact,

int er mitt ent and sporadic connect ivit y may be quit e

common. Additionally, as the wireless bandwidt h is limit ed,

its use should be minimized. Finally, as some of the mobile

devices are expect ed to be ha nd-held wit h limit ed battery

power, the requir ed transmission power should be

minimized as well. The last two attributes, conser vation of

wireless spectrum and reduct ion in transmission power, lead

naturally to an archit ecture in which the transmission radius

of each mobile is limit ed and channels assigned to mobiles

are spatially reused. Consequent ly, since t he transmission

radius is much smaller than the net work span,

communication bet ween two t er mina ls ma y need t o be

rela yed through int er mediate nodes; i.e., mult i-hop routing.

Because of the possibly rapid movement of the nodes and

fast changing propagation condit ions, net work infor mation,

such as routing, for exa mple, becomes quickly obsolet e.

This leads to fr equent net work reconfigurations  and

frequent  exchanges of control infor mation over the wireless

medium. Of course, as the wir eless spectrum is at premium ,

frequent  exchanges of  large  amount  of  data  over  the  air

should  to  be  avoided.   Finally, in spit e of  these attributes,
tier-1 network
tier-2 network

tier-1 network
tier-1 network
tier-1 network

cluster
cluster head

Figure 1: A Two-Tier Hierarchical Ad-Hoc

Network

-

2 -

 the design of the ad hoc net wor ks still needs t o allow for

a high degree of r eliabilit y, survivabilit y, availabilit y, and

ma nageabilit y of the net work.

                   We focus her e on thr ee funda mental choices in t he

design of ad-hoc net works:

                   ·  the net wor k archit ecture

                   ·  the routing protocol

                   ·  the medium access control

                  FLAT vs. HIERARCHICAL NETWORKS

                   The configuration of an ad-hoc net wor k can be

eit her hierarchical or flat. In a hierarchical net work, the

net work nodes are partitioned int o groups called cluster s.

Wit hin each clust er, one node is chosen to perfor m the

funct ion of a cluster head. Routing traffic between t wo

nodes that are in two differ ent clusters is always through

the cluster hea ds of the source and destination clust ers.

Depending on the number of hierarchies, the depth of the

net work can vary from a single tier to multiple tiers. A

two-tier exa mple is shown in Figure 1. In a flat ad-hoc

net work, all nodes are equal. Connect ions are established

bet ween nodes that are in close enough proximit y to

allow sufficient radio propagation conditions to establish

connectivit y. Routing bet ween any two nodes is

constrained only by t he connect ivit y condit ions and,

possibly, by securit y limitations. An exa mple of a flat

net work is shown in Figur e 2. Note that flat net works

could be perceived as a special case of ^zero-tier~

hierarchical net works.

                   One of the biggest advantage of the flat net wor ks is

in the existence of mult iple paths bet ween a source and a

dest ination. This allows to ^ spread~ t he traffic among

mult iple rout es, reducing congest ion and eliminating

possible traffic ^bottlenecks~ in the net wor k. Routes can

be  chosen  to   bett er match the specific requirements of a

traffic strea m. For example, low delay and low capacity

paths could be used for voice traffic, while file transfer

could be done over high capacity and longer delay routes.

In other words, QOS-based routing is possible.

Routing in hierarchical net works is oft en sub-

optima l. A good exa mple is routing bet ween t wo nodes that,

although are assigned to two differ ent clust ers, are close

enough to maintain dir ect connection. Such an exa mple is

depict ed in Figure 3, wher e the traffic from node A to node

B is det oured thr ough a complicat ed path due to the lack of

direct connectivity bet ween t he clust er heads of nodes A

and B.

Nodes in flat net works transmit at a significant ly

lower power than the transmission power of the clust er

hea ds in t he hierarchical net works. This has several

implications: First, the battery power of the nodes in ad-hoc

net works is preserved. Second, the wireless spectrum can be

bett er reused, lea ding to mor e net wor k capacity. Third, and

possibly most importantly, larger degr ee of Low Probability

of Int erception / Low Probabilit y of Det ection can be

achieved, resulting in a mor e secure net work operation.

Finally, only one ^type~ of equipment is necessary,

as all the nodes has to perfor m the sa me operation and ther e

is no ^single point of failure,~ cr eated by the clust er heads.

Additionally, the hierarchical net works requir e complex

algorit hms to maintain the tiers; e. g., creation and

reconfiguration of the backbone net work.

The main advantage of the hierarchical ad-hoc

net work is the ease of the mobilit y management process.

Cluster heads can act as a databases that contain the

^location~ of the nodes in their own clust ers. To det er mine

the exist ence and the ^location~ of a mobile node, a query is

broadcasted to all the clust er heads. The clust er, under

which the node resides, responds to the quer y originator.

This relatively simple mobility ma nagement scheme can be

mimicked in the flat net works by a routing algorit hm, as

shown in the next section.

Many see the hierarchical net wor ks as matching the

underlying hierarchical structure of the nodes and their

organization. This is especially true in the hierarchical

organization of the military. However, one needs t o separate

the  physical  structure from the  logical   structure.  In spite

of  the fact that in many cases the underlying logical

structure is indeed hierarchical, there is no r eason why this

logical structure cannot be implement ed on top of a

physical flat archit ecture.

              Figure 3: An example of sub- optimal  routing

                              A B

Figure 2: A Flat Ad-Hoc Network

-

3 -

                         Our comparison above suggests that flat

net works ha ve a number of crucial advantages over the

hierarchical net work archit ectur es. We see the biggest

benefit of the flat networks in the high degr ee of

LPI/LPD that they can achieved a nd in their high degr ee

of survivability to failures of subsets of net work

components. Further more, the relative shortcoming of the

flat net works, as compared wit h the hierarchical net work

archit ecture, can be overcome wit h a simple routing

protocol, for exa mple, the prot ocol described in the next

section.

                    PROACTIVE vs. REACTIVE ROUTING

                         The challenge in designing a routing protocol for

the ad-hoc net works communication envir onment st ems

from the fact that, on one hand, to det er mine a packet

route, at least the reachabilit y  infor mation of the source´s

neighbors needs to be known to the source node. On the

ot her hand, in an ad-hoc net work, this topology ma y

cha nge quit e oft en. Further more, as the number of

net work nodes can be large, the pot ential number of

dest inations is also large, requiring large and frequent

exchange of data (e.g., routes, routes updat es, or routing

tables) a mong the net work nodes. Thus, the a mount of

update traffic is quit e high. This is in contradiction with

the fact that all updates in the wireless communication

environment travel over the air and are cost ly in

resources. However, an even mor e disappoint ing fact is

that as the net work size increases and as the nodal

mobility increases, smaller and smaller fraction of this

total amount of control traffic will be even used. This is

so, since as the nodes become  more  mobile,  the lifet ime

of a link decreases. Thus, the period in which the rout ing

infor mation rema ins valid decr eases as well. In fact, it is

easy t o show that for any given net work capacity, ther e

exists a net work size and nodal mobility for which all the

net work capacity will be wast ed on control traffic only!

In general, the existing routing protocols can be

classified either as proactive or as  reactive. Proactive

protocols attempt to cont inuously eva luate the rout es wit hin

the net wor k, so that when a packet needs to be for warded,

the rout e is already known and can be immediat ely used.

The fa mily of Distance-Vector protocols is an exa mple of a

proactive scheme. Reactive prot ocols, on the ot her hand,

invoke a route det er mination procedur e on dema nd only.

Thus, when a route is needed ,  some  sort  of global search

procedure is  employed. The classical flood search

algorit hms are reactive protocols.

The advantage of the proactive schemes is that, once

a route is needed, ther e is little delay unt il the rout e is

det er mined. In reactive prot ocols, because route

infor mation ma y not be available at the time a route request

is received, the dela y to det er mine a route can be quit e

significa nt. Further more, the global search procedure of the

reactive protocols requires significant control traffic.

Because of this long dela y and excessive control traffic,

pure reactive routing protocols may not be applicable to

real-time communication. However, pure proactive schemes

are likewise not appropriate for the ad-hoc net work

environment, as they continuously use a large portion of the

net work capacity to keep the rout ing infor mation current.

And as already point ed out before, since in an ad-hoc

net work nodes move quit e fast, most of this routing

infor mation is never used. This results again in an excessive

waste of the net work capacity.

A related issue is that of updates in the net work

topology. For a routing protocol to be efficient, cha nges in

the net wor k topology ha ve to ha ve loca l effect only. In

ot her words, creation of a new link at one end of t he

net work is an important local event but, most probably, not

a significa nt piece of infor mation at the ot her end of the

net work. Proactive protocols t end t o distribute such

topological changes widely in the net wor k, incurring large

costs.

What is needed is a protocol t hat, on one ha nd,

init iates the rout e-det er mination procedur e on-dema nd, but

at limit ed search cost. An exa mple of such a protocol is the

Zone Routing Protocol (ZRP) [Haas97], which is a hybrid

reactive/proactive routing protocol. On one hand, it limits

the scope of t he proactive procedure only to t he node´s

local neighborhood.  On the other ha nd, the search

throughout the net work, although it is global, is done by

efficiently querying only select ed nodes in the net work, as

opposed to quer ying all t he net wor k nodes.

ZRP operates on t he premises that each node defines

for itself an area around it, which is ter med the node´s zone,

and which topology the node learns through a limit ed-scope

proactive   procedur e.   To  discover  routes  that  are  further

                       D

A

                                                                                                   E

                                                                      F

                                                                                                   G

                                                              H

                                        B

                                                                                   S

                                                                                   C

                      Figure 3: An example of the ZRP protocol

                                                                    operation

       destination

source

-

4 -

                away from the node t han its zone, the node sends a

               query to other select ed nodes on the boundary of its zone.

               This search process cont inues unt il t he dest ination is

               discover ed.

                                  On one hand, due to the limit ed scope of

               propagation of topological changes the t otal amount of

               ZRP´s control traffic is sever ely reduced, as compared

               with full proactive prot ocols. On the ot her hand, due to

               the destination search proceeding in quanta of the zone

               size, the destination discovery process is much faster

               than the pure reactive prot ocols. In most cases, an

               ^optimal~ size of the zones can be defined, which lea ds

               to minimum volume of control traffic or minimum

               latency of the rout e discover y process. ( The size of a

               zone is referred to here as the zone radius. ) This is

               depict ed in Figure 4 for a number of the mobilit y and the

               frequency of route query paramet ers.

                                             TO SENSE OR NOT TO SENSE �

                                        MAC protocols have been ext ensively studied in

               the early 70´s, mainly for a single shared channel

               applications; e.g., ALOHA, CSMA-family, and

               CSMA/CD. However, because of the possible large size

               of the ad-hoc net works, much larger than the

               transmission range of a single transmitt er, single shared

               cha nnels will not perfor m well in this environment.

               Further mor e, the ^hidden t er minal problem~ needs to be

               addr essed by the MAC protocol.

                                  The ALOHA protocol is the earliest version of

               wireless  Medium  Access  Control  (MAC)  protocol.  In

 ALOHA, ever y user is allowed to transmit its outgoing

data packet whenever it is ready. A collision occurs when

mor e tha n two users are transmitting at the same time. The

cha nnel utilization of ALOHA is very low -- 18% -- due to

the high probability of collisions, especially in t he case of

high net work loads.

The Slott ed ALOHA prot ocol achieves a channel

utilization of 36% by dividing the channel int o time slots.

Transmission is allowed t o start at the beginning of a time

slot only. Slott ed ALOHA maintains a higher cha nnel

utilization by avoiding collisions in the middle of the data

transmission, but it introduces somewhat longer access

delay and more complexit y due t o the need for slot

synchronization. ALOHA and slotted ALOHA are

particularly applicable in net work environment wit h long

propagation dela y, such as satellit e communication. In

net work wit h short er end-to-end propagation dela y, much

bett er channel utilization is possible.

In the Carrier Sense Mult iple Access (CSMA)

protocol, every user senses the channel for carrier before it

transmits. In principle, syst ems t hat use CSMA protocol

have lower probabilit y of collision, since whenever a node

transmits, other users will sense the transmission and defer

accessing the shared channel. Unfortunately, in the ad-hoc

net works communication environment, not all users in the

net work can hear other users. This problem is commonly

referred to  as  the   hidden   terminal   problem ,  exa mple

of  which is depict ed in Figur e 5. Thus, situations in which

users´ transmissions collide ma y be quit e common, despit e

the use of the CSMA protocol.  Further mor e ,  because in

the  CSMA protocol users sense the cha nnel at the

transmitt er  but collisions occur at the receiver , stations ma y

unnecessarily defer from  transmission.  This  is  commonly

A B C

A transmits to B

Figure 5: The hidden terminal problem

C wants to transmit to B.

It does not hear A´s

transmission, accesses

the channel and collides.

C and A are hidden terminals relative to each other ˘

one cannot sense the other´s transmission

                                           Figure 4 :  ZRP Route Discovery Delay

                                                                                  routing zone radius ( r )
ms

-

5 -
referred to as the exposed terminal problem and is shown

in Figur e 6. Both, the hidden and the exposed ter minal

problems render the pure CSMA scheme inefficient for

the ad-hoc communication environment.

                         Recent ly, two ot her protocols that attempt to

eliminat e the shortcomings of the CSMA protocol wer e

proposed - the Multi-hop Access Collision Avoida nce

(MAC A) [Karn90] protocol and the Media Access

Protocol for Wireless LANs (MAC AW) protocol

[Bharghava n94]. Bot h of t he protocols use, what is

referred to as the RTS/CTS ( Request-To-Send/Clear-To-

Send ) Dialog , totally abandoning the CSMA mechanism.

The RTS/CTS dialog precedes the actual transmission of

the data by the stations and allows to reserve  t he channel,

so that collisions wit h ot her stations are avoided.

MAC AW is an improvement of MAC A in the sense that

it solves some of the fairness problems in MACA; i. e., in

MAC A some nodes can be denied access for a long time.

                         FAMA [Fullmer95] further improves t he

MAC AW perfor mance by including a non-persist ent

CDMA mechanism at the beginning of every fr ee slot.

The IEEE 802.11 wireless LAN standard employs the

idea of collision avoidance mechanism t hrough the

CSMA/CA    ( Carrier    Sense    Multiple    Access    with

                                Collision Avoidance) protocol, which relies

         on immediat e positive acknowledgments to the

         sender and possible retransmission of

         unacknowledged packets.  The  recent ly proposed

         MAC A/PR (Multiple Access Collision Avoidance

         with  Piggyback  Reservations) [Lin97],  uses  the

         CSMA/CA protocol t o support mult imedia traffic

         reservations. Most of these wir eless LAN protocols

         do not addr ess, or insufficient ly addr ess, the central

         issue of a large-scale mobile net work, na mely that
the connect ivit y between node ma y be highly unstable.

Thus, for exa mple,

 most of these studies   assume   that   int erfering

nodes   can  hear  the   all RTS/CTS dialogs.

However, this assumption is oft en invalid in a highly

mobile environment. In fact, due to the inability to hear the

RTS/CTS dialogs, a large portion of t he net work capacit y is

lost to collisions in data packets.

Anot her incarnation of the sa me problem st ems from

the mobilit y aspect of the ad-hoc net wor ks. In other words,

these protocols assume t hat the RTS/CTS dialog is always

received by all possible int erfering stations. However, in a

mobile net work, node will migrate close t o and awa y from

communicating nodes all the time. Thus, the fact that a

mobile node did not hear a RTS/CTS dialog does not

indicate that the cha nnel is, indeed, free for use. Our

simulations of the RTS/CTS-based protocols clearly show

that a large number of collisions occur, especially when the

speed of the net work nodes is substantial.

A multi-hop net work archit ectur e based on

distributed cluster for mation has been present ed in

[Gerla95]. The MAC protocol proposed for this type of

net works is based on synchr onous access. The net work was

shown to perfor m well for multimedia traffic. We postulat e

that, although theor etically possible, even limit ed-scope

synchronization is difficult to achieve in a highly mobile

RWN.

What is required is a protocol that, on one ha nd,

resolves the collision based on the state of t he channel at the

receiver   but  provides  a  constant  indication of the status of

the channel, so that when a mobile migrates within range of

the transmitting/receiving node, the mobile´s transmission

does not int erfer e wit h  the  transmission  in  progress.  The

                                         A C

                        B transmits to A

                                                               B

                                                                                                         D

                                 Figure 6: The exposed terminal problem

                           C wants to transmit to D. It hears B´s

                           transmission and unnecessarily defers,

                           although it could transmit in parallel as A

                           cannot hear C´s transmission.

                    C is an exposed terminal relative to B. B´s

                    transmission inhibits C, although there would be

                    no collision at the receiver (D), if C were to

                    transmit.

Fig. 7: Comparison of DBTMA and RTS/CTS schemes

-

6 -

 Dual Busy Tone Multiple Access (DBTMA) protocol

[Deng98] support exactly this type of operation.

                         Wit hout going int o too much deta ils, the

protocol´s operation is as follows.  The  single common

cha nnel is split int o two sub-cha nnels: a data channel and

a control cha nnel. Data packets are transmitt ed on the

control channel, while control packets (RTS, CTS, etc)

are transmitt ed on the control cha nnel. Addit ionally, two

busy tone are assigned t o the control channel:
r

BT  (the

receive busy tone, which shows that a node is receiving

on the data channel) and
                                                                                                t

                                                                                    BT  (the transmit busy tone,

which shows that a node is transmitt ing on the data

cha nnel).

                         When a node becomes ready, it senses the

cha nnel and if it does not hear the
r

                                                                                                                BT  tone, it can be

sure that its transmission will not int erfer e wit h recept ion

of any ot her node in its vicinity. It, then transmits the

RTS message and waits for the CTS message from t he

receiver. The receiver, upon receipt of the RTS message,

checks the
                                                  t

                                      BT  tone and if it is absent, the receiver

knows that the transmitt er´s transmission will not

int erfere wit h the transmission of any ot her node in its

vicinit y. The receiver then issues the CTS and raises the

             r

 BT to prevent any other nodes in the area to transmit.

The receiver, upon receipt of the CTS message, raises the

             t

 BT  to indicat e that it will transmit and to prevent any

ot her node in its vicinit y to accept a connection request.

When t he connect ion is ter minat ed, the busy signals are

turned off. As the busy tones are maintained

cont inuously during the connection, a node migrating

into the vicinity of the communicating nodes will still be

able to learn the status of the channel and refrain from

accessing it. As shown in the Figure 7, the DBTMA

scheme significa ntly improves the performa nce of the

basic RTS/CTS-based schemes by mor e than doubling

the net wor k capacity.

          SUMMARY AND CONCLUDING REMARKS

                         In this position paper, we have discussed three

funda mental  issues  in  the  design of ad-hoc  net works:

the archit ectur e, the routing prot ocol, and the medium

access control scheme.

                         We believe that because of the many of its

advantages ,  the  flat  net work archit ectur e is preferred for

military-type of ad-hoc net wor ks, especially due to its

high r esilience t o failur es and its LPI/LPD features.

                         Due to t he highly versatile communication

environment, the ad-hoc net works ha ve to be able to

adapt  their  routing  operation  to  the  particular  net wor k
operational condit ions. More specifically, the degree of

nodal mobilit y and the activit y of the nodes (reflect ed by

the frequency of the rout ing query process) drive the degr ee

of proactivity vs. reactivity of the routing protocol. The

Zone Routing Protocol  is an example of such a proto-

col that allows to adjust its behavior dyna mically by sizing

the dimension of the nodes´ zones.

The traditional CSMA MAC scheme wer e shown to

be ina dequate for the ad-hoc communication environment.

This is due to the fact that the collisions occur at the

receiver and not at the transmitting end, while t he CSMA

schemes t est the status of the cha nnel at the transmitter.

However, it has been also claimed t hat the RTS/CTS-based

MAC schemes do not totally solve the problems due to the

large number of collisions caused by the hidden ter minal

problem. The hybrid scheme, t er med the Dual Busy Tone

Multiple Access (DBTMA) , provides improved channel

capacity, while avoiding most of t he collisions.

While the int erest in the ad-hoc net works continues

to grow both in the military and the commercial markets,

we expect that the thr ee basic quest ions raised in this paper

will provide some guidance in the design choices needed t o

be addressed in an implementation of this type of net wor ks.

It is usually true that ^one size fits all~ net wor k design

strategies is inappropriate even in the ^stationary~ world; it

is so much mor e true in t he dyna mic communication

environment as the ad-hoc net works is. Thus, adaptivity in

the operation of the schemes and protocols, as exemplified

by the schemes discussed her e, is nearly a prerequisit e to

any successful design of the ad-hoc communication.

REFERENCES

[Haas97] Z.J. Haas and M.R. Pearlman, ^Providing Ad-Hoc

Connectivity with the reconfigurable Wireless Networks,~

submitted for publication. See also Internet draft, draft-haas-

zone-routing-protocol-00.txt.

[Karn90] P. Karn, ^MACA - a New Channel Access Method for

Packet Radio,~ in ARRL/CRRL Amateur Radio 9th Computer

Networking Conference, pp.134-140, ARRL, 1990

[Bharghavan94] V. Bharghavan, A. Demers, S. Shenker, and L.

Zhang, ^MACAW: A Media Access Protocol for Wireless

LANs,~ in Proc. of ACM SIGCOMM´94.

[Fullmer95] C.L. Fullmer and J.J. Garcia-Luna-Aceves, ^Floor

Acquisition Multiple Access (FAMA) for Packet-Radio

Networks,~ in Proc. of ACM SIGCOMM´95.

[Lin97] C.R. Lin and M. Gerla, ^Asynchronous Multimedia

Multihop Wireless Networks,~ IEEE INFOCOM´97, Kobe,

Japan, 7-11 April, 1997.

[Gerla95] M. Gerla  and J. T-C. Tsai, ^ Multicluster, Mobile,

Multimedia Radio Network,~ ACM/ Baltzer Wireless

Networks Journal, vol.1, no.3, (1995).

[Deng98] J. Deng and Z.J.Haas, ^Dual Busy Tone Multiple

Access (DBTMA): A New Medium Access Control for

Packet Radio Networks,~ submitted for publication.