CMPT-401 Assignment 5

1. The deadline

2:00pm, Nov. 26th, Friday, 2004.

2. Where to submit?

Please drop your homework into the assignment box outside the CS main office. Make sure you get the right box: there is a “CMPT 401” tag on it.

3. Policy

Unless otherwise specified, all assignments handed in late will be penalized, with those handed in one day late losing 10%, and those being handed in two days late losing 20%. No assignment will be accepted more than two days late.

No collaboration allowed.

4. Questions (20 points)

Q1. (2 points) Would it be safe to join message 3 and message 4 in the authentication protocol shown in the following figure, into KA,B(RB,RA)? Please explain.

Q2. (2 points)  Why is it not necessary in the following figure for the KDC to know for sure it was talking to Alice when it receives a request for a secret key that Alice can share with Bob?

 SHAPE  \* MERGEFORMAT 



Q3. (2 points) In message 2 of the Needham-Schroeder authentication protocol (please refer to the course slides), the ticket is encrypted with the secret key shared between Alice and the KDC. Is the encryption necessary? Why?

Q4. (2 points) What is wrong in implementing a nonce as a timestamp in Needham-Schroeder authentication protocol?

Q5. (2 points) Name a few advantages and disadvantages of using centralized servers for key management.

Q6. (2 points) Consider a personal mailbox for a mobile user, implement as part of a wide-area distributed database. What kind of client-centric consistency would be most appropriate?

Q7. (2 points) It is often argued that weak consistency models impose an extra burden for programmers. To what extent is this statement actually true?
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