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Previous Lecture

@ Residues, set of residues 7
@ Arithmetic operations on residues
@ Divisors of zero

@ Inverse
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Applications: Criptography

@ One of the oldest cryptosystems is the Caesar cipher.
He made messages secret by shifting each letter
three letters forward. Thus B becomes E, and
X issentto A

@ To express this process mathematically we first '
replace letters by integers from 0 to 25. For example, \
A isreplaced by 0, K by 10.

@ Next, to encrypt a message we add 3 modulo 25 to every letter.
@ Finally, replace numbers with corresponding letters

@ To decrypt a message, perform all the actions above in the reverse
order
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Applications: Criptography (cntd)

@ Encrypt 'SEND MORE MEN AND MUNITION®

Al|c|p|E|F|G | k|LIm[N|o|P|a|rR]s|T|u|v|w|x]|Y]|Z

|
0(1]2[3|4|5|6(7]|8]9[10[11]1213]14]1516]17|18|19]20|21|22|23| 24|25

SEND MORE MEN AND MUNITION
18 4 133 1214174 12 413 0 133 122013 8198 14 13

217 166 1517207 15716 3 166 1523 161122111716
VHQG PRUH PHQDQG PXQLWLRAQ
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Applications: Criptography (cntd)

@ Caesar cipher with akey. Akey isjustaword, e.g. "KEY’
@ Replace it with numbers: 10 4 24

@ Then the message is encrypted by adding 10 to the first letter, 4
to the second letter, 24 to the third letter, 10 to the forth letter and

SO On.

\KMMNOP a|rR|s|T|u|v|w|x]|Y|z
9

|
éé 3 5 | 6\7 8 | 10}511 12(13] 14| 51 117 18’1119 1J21\22\23\24\25
MORE M AND MU | ' O N
18 4 133 12 14 17 4 12 413 0 133 12 2013 8 19 8 14 13

10 4 24
2 831113 161218 10811 1017 1 22 24 1118 23 62417

CILN QMBI KIL KRB WYLSXGYR
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Pseudorandom Generators

@ Randomly chosen numbers are often needed for computer
simulations. However, truly random numbers are very difficult to
obtain.

@ This is why people mostly use pseudorandom numbers

@ The most commonly used procedure for generating pseudorandom
numbers is the linear congruential method

@ We choose four numbers: the modulus m, multiplier a,
iIncrement ¢, and seed X with 2<a<m O<c<m, O<

<m

@ We generate a sequence of pseudorandom numbers } Wlth O

< <m forall n, by successfully using the congruen %

Xn

| X4 =aX, +C émod m)b
@ Typical values: m = a =1664525, b =1013904223

232’
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Linear Congruences

@ A congruence of the form
ax = b (mod m)
where m is a positive integer, a and b are integers, and x isa
variable, is called a linear congruence.
@ We will solve linear congruences
@ |If a isrelatively prime with m, then it has the inverse ;-1 Then
1-ax= _-r b (mod m)

d d

x= -t b (mod m)

@ Find the inverse of 3 modulo 7
@ Solve the linear congruence 3x =4 (mod m)
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The Chinese Remainder Theorem

@ Alinear congruence is similar to a single linear equation. What
about systems of equations

@ (Sun Tzu's puzzle, 400 - 460 BC):

“There are certain things whose number is unknown. When divided
by 3, the remainder is 2; when divided by 5, the remainder is 3; and
when divided by 7, the remainder is 2. What will be the number of
things”
@ This can be translated into the following question: What are the

solutions of the system of congruences

X =2 (mod 3)

X=3 (mod 5)

X =2 (mod 7)
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The Chinese Remainder Theorem (cntd)

@ Theorem

Let m,,m,,...,m_De pairwise relatively prime positive integers
and a(,a,,...,a, arbitrary integers. Then the system

X =a, (modm,)
X =a, (modm,)

X = ék (modm,)

has a unique solution modulo . (That s, there is

a solution x with 0 = x<m, ARG Al olerSolctibns are congruent
modulo m to this solution.)
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The Chinese Remainder Theorem (cntd)

@ Proof.
We construct a solution to this system
Set Moo= m for i=1,2,...k. Thus M is the product of all the
moduli excefft for |

Since m and . are relatively prime when i = |, ged(M.,m, ) =1

Therefore M. has the inverse modulo m. thatis y such that

Let us set Y ( )

X =aM a,M -+a,M
Note that ==~ A %Nr?eyrfeter |+¢J‘ ée{lierms except for the
ith term in th%isﬂ%(gwdcghbruent toOmodulo . A

S
we have mi |vliyi =1 (mOd mi)

x=aMy; =a; (mod m;)
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Sun Tzu’s Puzzle

X =2 (mod 3)
X =3 (mod 5)
X =2 (mod7)
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Homework
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Exercises from the Book:
No. 1,5, 9, 12, 20, 23 (page 696)
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